Homework - Week 2 - EC2 (1902224)

Homework - Week 2 - EC2 (1902224)

Log in to AWS
Create a Security Group + Configure the Security group
Create a t2.nano instance

Continue with t2.nano instance

Attach your security group

Generate a set of keypairs,
call it “<your student id>-homework”

SSH into the instance
Update the OS

Install nginx

Modify the nginx default HTML page
Visit your instance’s site in a browser

Log in to AWS
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Complete your AWS projects faster with help from AWS
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Create a Security Group + Configure the Security group

Select Security Group on the left hand side menu
Click CREATE SECURITY GROUP, configure it and click CREATE.
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Create Security Group

Security group name (i) 1902224

Description (i)

t-1#Secur 0

473169ea;sort=groupld

190224_SecurityGroup

VPC (D) vpc-cf69a3al (default)

Security group rules:

Inbound Qutbound
Type (i) Protocol (i)
TCP 80

TCP 22

Outbound

Add Rule

Port Range (i)

Source (i)
00000, 0
00000, 510

Description (i)
.g. SSH for Admin [

©.g. SSH for Admin [

Inbound
Type (i) Protocol (i) Port Range (i) Destination (i) Description (i)
All traffic 3 A 0- 65535 0.0.0.0/0 ©.g. SSH for Admin [
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Create a t2.nano instance

Click INSTANCES on the left-hand-side menu
STEP 1: Choose AMI

® O ® () ceu-cloud-bigdata-coursefaw: X | [ Slack | ba-2019 | ceu-bizanaly X Launch instance wizard | ECZ| X @ WhatsApp x| +

&« C @ eu-west-1.console.aws.amazon.com/ec2/v2/home?region=eu-west-l#LaunchinstanceWizard: hd | 'Y o O

Services v Resource Groups ~ *

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review
Step 1: Choose an Amazon Machine Image (AMI) Canceland Exit
An AM| is a template that contains the software configuration system, 1 server, and i ns) required to launch your instance. You can select an AMI provided by AWS, our user community,

or the AWS Marketplace; or you can select one of your own AMIs.

Q, Search for an AMI by entering a search term e.g. “Windows" X
Quick Start 110 40 of 40 AMIs
My AMIs Amazon Linux 2 AMI (HVM), SSD Volume Type - ami-040ba9174949f6de4 (64-bit x86) / ami-0cc4c981¢1fad5c83 (64-bit Select
Arm)

‘Amazon Linux
AWS Marketplace [—— - O 64-bit (x86)
Amazon Linux 2 comes with five years support. It provides Linux kenel 4.14 tuned for optimal performance on Amazon EC2, systemd 219, GCC

64-bit (Arm)
y 7.3, Glibc 2.26, Binutils 2.29.1, and the latest software packages through extras.
Community AMIs
Root device type: ebs  Vinualization type: hum  ENA Enabled: Yes
_| Free tier only (j .
¥ d Amazon Linux AMI 2018.03.0 (HVM), SSD Volume Type - ami-028188d9b49b32a80 Select
Amazon Linux  The Amazon Linux AMI is an EBS-backed, AWS-supported image. The default image includes AWS command line tools, Python, Ruby, Perl, and 64-bit (x86)
Java. The repositories include Decker, PHP, MySQL, PostgreSQL, and other packages.
Root device type: ebs  Virtualization type: hvm  ENA Enabled: Yes
] Red Hat Enterprise Linux 8 (HVM), SSD Volume Type - ami-04fach3ed127a2eb6 (64-bit x86) / ami-Oeda57fdc7da72118 Select
(B4-bit Arm)
Red Hat
s ss O se-ck e
Red Hat Enterprise Linux version 8 (HVM), EBS General Purpose (SSD) Volume Type 64-bit (Arm)
Root device type: ebs  Vinualization type: hum  ENA Enabled: Yes
- OO 8 T b O 4E ON4 AN OOM VUl T o e NAOAACOENAAOAENO (OA Lk OB f D [——
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Scroll through options in QUICK START menu, select preferred AMI and click SELECT

e0e ) ceu-cloud-bigdata-coursefaw: x | @ Slack | ba-2019 | ceu-bizanaly X Launch instance wizard | ECZ | X (® WhatsApp X \ +
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Services v Resource Groups v Support ~
1. Choose AMI 2. Choose Instance Type 3. Configure Instance: 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review
Step 1: Choose an Amazon Machine Ima%?’I (AMI Canceland Exit
e Amazon Linux 1 2018.03.0 (HVM), 55D Volume Type - ami-UZ8188d4b4Ybi3Zasy Select

Amazon Linux  The Amazon Linux AMI is an EBS-backed, AWS-supported image. The default image includes AWS command line tools, Python, Ruby, Perl, and

- 64-bit (x86)
Java. The repositories include Docker, PHP, MySQL, PosigreSQL, and other packages.
Root device type: ebs  Virtualization type: hvm  ENA Enabled: Yes
(o] Red Hat Enterprise Linux 8 (HVM), SSD Volume Type - ami-04facb3ed127a2eb6 (84-bit x86) / ami-Oeda57fdc7da72118 Select
(84-bit Arm)
e . 05t 0as
Red Hat Enterprise Linux version & (HYM), EBS General Purpose (SSD) Volume Type 64-bit (Arm)
Root device type: ebs  Virtualization type: hvm  ENA Enabled: Yes
SUSE Linux Enterprise Server 15 SP1 (HVM), SSD Volume Type - ami-0df84d5653dd8e528 (64-bit x86) / ami- Select
SUSE Linux 0010a5b832193a069 (64-bit Arm) P
SUSE Linux Enterprise Server 15 Service Pack 1 (HVM), EBS General Purpose (SSD) Volume Type. Public Cloud, Advanced Systems fobit )
Management, Web and Scripting, and Legacy modules enabled.
Root device type: ebs  Virtualization type: hvm  ENA Enabled: Yes
@ Ubuntu Server 18.04 LTS (HVM), SSD Volume Type - ami-02df9ea15c1778¢c9c (64-bit x86) / ami-07a3c7461cc828ff (64-bit Select
Arm)
5 © 64-bit (x86)
Ubuntu Server 18.04 LTS (HVM),EBS General Purpose (SSD) Volume Type. Support available from Canonical 64-bit (Arm)
(http: ubuntu ices).
Root device type: ebs  Virtualization type: hvm  ENA Enabled: Yes
Are you launching a database instance? Try Amazon RDS. Hide
. Amazon Relational Database Service (RDS) makes it easy to set up, operate, and scale your database on AWS by automating time-consuming
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STEP 2: Choose an Instance Type
Select t2.nano and click NEXT

® 0 ® O ceucloud-bigdata-coursefaw x | [ Slack | ba-2019 | ceu-bizanaly X Launch instance wizard | ECZ| X @ WhatsApp x| +
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aws

~

Services ~  Resource Groups ~ % ubun 0"z A v X

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory, storage, and
networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more about instance types and how they can meet your computing needs.

Filter by: Al instgnce

General purpose Instances provide a balance of compute, memory, and
network resources, and are a good choice for many applications. They are
recommended for small and medium databases, data processing tasks that
require additional memory, caching fleets, and for running backend servers for
SAP, Microsoft SharePoint, and other enterprise applications.

Currently selecte, S only)

EBS-QD!imiz_ed Available
@

Instance Storage (GB) (i) - - Network Performance (i)~  Support -

[ ] General purpose . EBS only - Low to Moderate Yes
General purpose 1 1 EBS only - Low to Moderate Yes

General purpose t2.small 1 2 EBS only - Low to Moderate Yes.

General purpose t2.medium 2 4 EBS only - Low to Moderate Yes

General purpose 12.large 2 8 EBS only - Low to Moderate Yes

General purpose t2.xlarge 4 16 EBS only - Moderate Yes

12.2xlarge 8 32 EBS only - Moderate Yes

General purpose t3a.nano 2 05 EBS only Yes. Up to 5 Gigabit Yes

Cancel  Previous Next: Configure Instance Details
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Check the price of this instance on ec2instances.info
Go to website www.ec2instances.info and search for t2.nano

® O ® () ceu-cloud-bigdata-course/aw: x | [ Slack | ba-2019 | ceu-bizanaly x Launch instance wizard | EC2| x |  WhatsApp X @ AmazonEC2 Instance Compar %+
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EC2Instances.info Easy Amazon EC2 Instance Comparison EEE Qo 20

EC2 RDS

Region: EU (Ireland) ~ Reserved: 1-year - No Upfront ~ m‘ ‘ Clear Filters csv

Filter: Min Memory (GIB): 0 MinvCPUs: 0 | Min Storage (GiB):| 0 Search: | tZnano
Name AP| Name Memory VCPU_Q_ Instance Storage Network Performance Linux On Demand cost
Search Search Search Search Search Search Search Search
T2 Nano t2.nano 05GIiB 1 vCPUs for a 1h 12m burst EBS only Low $0.006300 hourly $0.004400 hourly

Price:

Search: | t2.nano|

Linux On Demand cost  Linux Reserved cost Windows On Demand cost Windows Reserved cost

Search Search Search Search

$0.006300 hourly $0.004400 hourly $0.008600 hourly $0.006700 hourly


http://www.ec2instances.info/

Continue with t2.nano instance

Step 3: Configure Instance Details and click NEXT

® 00 ) ceu-cloud-bigdata-coursefaw x | [ Slack | ba-2019 | ceu-bizanaly Launch instance wizard | EC2 | x i Amazon EC2 Instance Compar X | +
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1.Choose AMI  2.Chooselnstance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the instance, and
more.

Number of instances (| 1 Launch into Auto Scaling Group (j

Purchasing option ~IRequest Spot instances

Network (i vpe-cfti9alad (default) 3] C Create new VPC
Subnet (i No preference (default subnet in any Availability Zon 3 Create new subnet
Auto-assign Public IP  (j Use subnet setting (Enable) 4

Placement group (i ~)Add instance to placement group
Capacity Reservation (j Open ¥ C Create new Gapacity Reservation
IAM role (i None 3] C cCreate new IAM role
‘Shutdown behavior (i Stop 2

Enable termination protection ~|Protect against accidental termination

Monitoring (i " Enable CloudWatch detailed monitoring
Additional charges apply.
Tenancy (i Shared - Run a shared hardware instance $

Additional charges will apply for dedicated tenancy.

Cancel | Previous ([EGCHCIVELLIETOLLE  Next: Add Storage

@ Feedback (@ English (US) Privacy Policy

Step 4: Add Storage and click NEXT
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Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2.

Throughgut Delete on
Volume Type (i Device (i Snapshot (i Size (GIB) (i Volume Type (i 10PS (i (MB. Isf ': Termination  Encryption (i
i
Root /dev/sdal snap-0c53d8edbcc8ae843 8 General Purpose SSD (gp2) ¥/ 100/3000 N/A Not Encrypte

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibility and
usage restrictions.

Cancel = Previous [EEEVNEVELLIETIL] Next: Add Tags
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Step 5: Add Tags and click NEXT
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LWS Services ¥  Resource Groups ~

1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 5: Add Tags

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
A copy of a tag can be applied to volumes, instances or both.

Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources.

Key (128 characters maximum) Value (256 characters maximum) Instances (i Volumes (i

Name DE2-Homework_1902224) ] (<]

Add another tag (Up to 50 tags maximum)

Cancel = Previous QEUEVERNERLIETLE] Next: Configure Security Group
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Attach your security group

Step 6: Configure Security Group
Select security group and click REVIEW AND LAUNCH

® O ® () ceucloud-bigdata-course/aw: x | El Slack | ba-2019 | ceu-bizanaly X Launch instance wizard | EC2 | X {8 Amazon EC2 Instance Compar X | +
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1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow
Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security

groups.
Assign a security group: ( Create a new security group
©Select an existing security group
Security Group ID Name Description Actions
sg-Ofbcdd98a06dfadald 1902201-homework DE2-Homework_Riaz_Muhammad_Faaez Copy to new
B sg-0f46df09447316%a 1902224 Lisas Security Group (DE2 Homework) Copy to new
sg-07cBel3464636ebd0 1902302 1902302 Copy to new
5g-0668b31bd4669a18 1902450-Homework Hassaan_Ahmed_siddiqui_Homework 2 Copy o new
5g-00d1185104dc33a45 1902727 1902727 Copy to new
5g-08d609439270e6621 andras_somkuti_hw2 Security Group for HW2 Copy to new
50-0b016ed38Mb74ces aronpalkovics aronpalkovics Copy to new
Inbound rules for sg-0146d1094473169ea (Selected security groups: sg-0146d1094473169ea) _B=Q=]
Type (i Protocol (i Port Range (i Source (i Description (i
HTTP TGP 80 0.0.0.0/0 Allows inbound HTT...
HTTP TCP 80 /0 Allows inbound HTT...
SSH TGP 22 SSH for Admin
SSH TGP 22 /0 SSH for Admin

Cancel = Previous Review and Launch
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A few warnings appear. Ignore and press LAUNCH
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1.Choose AMI  2.Chooselnstance Type  3.Configure Instance 4. Add Storage  5.AddTags 6. Configure Security Group 7. Review
Step 7: Review Instance Launch
Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process.
A Your instance configuration is not eligible for the free usage tier
To launch an instance that's eligible for the free usage tier, check your AMI selection, instance type, configuration options, or storage devices. Learn more about free usage tier eligibility and usage restrictions.
DO SoW e T7S agam
A Improve your instances' security. Your security group, 1902224, is open to the world.
Your instances may be accessible from any IP address. We recommend that you update your security group rules to allow access from known IP addresses only.
You can also open additional ports in your security group to facilitate access to the application or service you're running, e.g., HTTP (80) for web servers. Edit security groups
¥ AMI Details Edit AMI
()  Ubuntu Server 18.04 LTS (HVM), SSD Volume Type - ami-02df9ea15¢1778c9¢c
P Ubuntu Server 18,04 LTS (HVM),EBS General Purpose (SSD) Volume Type. Suppart available from Cananical (http://www.ubuntu.com/cloud/services).
Root Device Type: ebs  Virtualization type: hvm
~ |Instance Type Edit instance type
Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance
t2.nano Variable 1 05 EBS only - Low to Moderate
~ Security Groups Edit security groups
Canc | Prvius
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Generate a set of keypairs,
call it “<your student id>-homework”

Sorry | named it “<your student id>_keypair”, hope that’s ok
Create a new key pair and click LAUNCH INSTANCES

® O ® () ceucloud-bigdata-coursefaw: x | [B Slack | ba-2019 | ceu-bizanaly X i Launch instance wizard | EC2| x i Amazon EC2 Instance Compar X | +
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Select an existing key pair or create a new key pair

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to cennect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added 10 the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

[ Create a new key pair
Key pair name

Download Key Pair

You have to download the private key file (*.pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file
again after it's created.

-

U 1902225_keyp...pem ~ Show All X
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Launch Status

@ Your instances are now launching
The following instance launches have been initiated: i-0a2ea1a90432b5f4b  View launch log

© Get notified of estimated charges
Create billing alerts to get an email notification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free usage tier).

How to connect to your instances

Your instances are launching, and it may take a few minutes until they are in the running state, when they will be ready for you to use. Usage hours on your new instances will start immediately and continue to accrue until you
stop or terminate your instances.

Click View Instances to monitor your instances' status. Once your instances are in the running state, you can connect to them from the Instances screen. Find out how to connect to your instances.

~ Here are some helpful resources to get you started
= How to connect to your Linux instance = Amazon EC2: User Guide
« Learn about AWS Free Usage Tier « Amazon EC2: Discussion Forum

While your instances are launching you can also

Create status check alarms to be notified when these instances fail status checks. (Additional charges may apply)
Create and attach additional EBS volumes (Additional charges may apply)
Manage security groups

htps://eu-west-1.cansole.aws amazon.com/ec2/v2/home?region=eu-west-l#instances:search=i-0aZea1ad0432b5f4b;sort=securityGroupNames Privacy Policy  Terms of Use
1902224 _keyp...pe.. ~ 1902225 _Keyp...pem ~ ShowAll X
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Services v  Resource Groups v *

halmschlager_lisa @ ceu v

land v  Support v

Events
Tags Q.| search : i-0azeatag0432b5t4b Add filter [~] 1to10f1
Reports — N .
@ Name ~ Instance ID ~ | Instance Type -~ Availability Zone ~ Instance State ~ Status Checks ~ Alarm Status Public DNS (IPv4) ~ | IPv4 Public IP
Limits
" DE2Homew.. i-0aZealag0432bSfdb  t2.nano eu-west-1c _ pending Z Initializing None Y& ec2-34-244-145-184.eu.. 34.244.145.184

Instances

Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Scheduled Instances

Capacity Reservations

Bundle Tasks
Instance: | i-0a2ea1a90432b5fab (DE2-Homework_1902224)  Public DNS: ec2-34-244-145-184.eu-west-1.compute.amazonaws.com _B_N=|

=) ELASTIC BLOCK STORE

Volumes Description  Status Checks = Monitoring =~ Tags

Snapshots

Instance D i-0a2ealag0432b5t4b Public DNS (IPvd)  €02-34-244-145-184.eu-west-

Lifecycle Manager 1.compute. amazonaws.com
=) NETWORK & SECURITY Instance state  pending IPv4 Public IP 34.244.145.184

Security Groups Instance type  t2.nano IPv6IPs -

Flastic IPs Privata DS i0-172-31-41-85.eu-west-1.comoute.internal
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IPv4 Public IP " Instance ID -

34.244 145.184 i-0aZeala®0432b5fdb

SSH into the instance

Copy Paste the .pem file into home folder
Run chmod command

® & lisahlmsch — ubuntu@ip-172-31-41-85: ~ — ssh -i 1902224 _keypair.pem -p 2...

[lisahlmsch ~ § cp Downloads/ /1902224 keypair.pem .
[lisahlmsch ~ § chmod 600 1902224 keypair.pem

Log into Instance

® [ lisahlmsch — ubuntu@ip-172-31-41-86: ~ — ssh -i 1902224 _key...
i : : 145184
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Update the OS

ol ® lisahlmsch — ubuntu@ip-172-31-41-85: ~ — ssh -i 1902224 _keypair.pem -p 22 ubuntu...

ubuntu.

buntu .




Install nginx

ﬂj

lisahlmsch — ubuntu@ip-172-31-41-85: ~ — ssh -i 1902224 _keypair.pem -p 22 ubuntu...

ubntu

ubLntu

ubuntu bio

ubuntu bio

ubuntu bio
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Welcome to nginx on Amazons
EC2 instance!

This is part of the DE2 Homework - Week2.

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.




